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Abstract

The digital transformation of industrial metrology is becoming increasingly important in Industry 4.0, where smart
sensors and connected technologies support industrial measurement, quality assurance, and data-driven decision-
making. This review examines the role of smart sensors in digital metrology, focusing on measurement traceability,
measurement uncertainty, data interoperability, and data integrity. A narrative literature review approach is used
to discuss peer-reviewed research and technical publications on smart manufacturing and measurement science.
The reviewed literature indicates that digital connectivity alone does not guarantee reliable measurement results.
Calibration, uncertainty assessment, standardized data exchange, and cybersecurity remain essential for
trustworthy industrial measurement systems. The paper synthesizes recurring themes in the literature and proposes
a conceptual framework integrating sensing, local data validation, communication, metrological assurance, and
decision-making. It also discusses implementation challenges involving sensor reliability, heterogeneous industrial
systems, and preservation of measurement context throughout digital workflows. The review does not report new
laboratory experiments or quantitative performance measurements; rather, it identifies technical considerations
and research directions for connected measurement systems. It concludes that effective digital transformation
requires the coordinated integration of digital technologies with established principles of measurement science.

Keywords: industrial metrology,; Industry 4.0; smart sensors, measurement traceability;, measurement uncertainty;
data interoperability

1. Introduction

Industry 4.0 describes the integration of digital technologies, connected devices, automation, and data-driven
processes into industrial production. In this environment, manufacturing systems increasingly depend on timely
information exchange among sensors, machines, quality systems, and production-management platforms.
Metrology—the science of measurement—is central to this development because product conformity, process control,
and technical decision-making depend on measurements that are fit for purpose.

Conventional industrial measurement practices often include scheduled inspection, laboratory testing, and periodic
calibration. These activities remain important, but connected manufacturing can create a need for measurement
information that is available more frequently and can be associated with specific machines, production batches, and
operating conditions. Digital metrology therefore concerns not only the electronic collection of readings but also the
management of their technical meaning, quality, and traceability.

A systematic literature review by Barbosa et al. (2022) identifies measurement standards, communication systems,
data processing, and digitalization of metrological services as important issues in smart manufacturing. Javaid et al.
(2021) discuss the role of sensors in connected industrial systems, while Pellegrino et al. (2016) identify measurement-
science and performance-assessment needs in prognostics and health management for smart manufacturing. More
recent work also considers standards and interoperability across smart metrology systems in Industry 4.0 and Industry
5.0 (Rugbani, 2026).

However, greater connectivity does not automatically produce more accurate or more trustworthy measurements.
Sensor drift, unsuitable installation, environmental effects, missing metadata, and poorly controlled data
transformations can all weaken the reliability of measurement-based decisions. The purpose of this review is to
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examine how smart sensors contribute to industrial metrology, identify implementation challenges, and propose a
conceptual framework that keeps metrological assurance central to digital integration.

The paper addresses three questions: (1) What functions do smart sensors and connected systems provide in industrial
metrology? (2) Which metrological and information-management requirements are important for trustworthy
measurement data? (3) How can these requirements be organized into a practical conceptual framework for Industry
4.0?

Review Methodology

This article uses a focused narrative review to synthesize research and normative guidance relevant to smart sensors,
industrial metrology, traceability, uncertainty, digital calibration certificates, interoperability, and cybersecurity. It is
not presented as a systematic review, and no claim of exhaustive coverage is made. The evidence base combines peer-
reviewed review/application papers, technical publications from metrology institutions, and relevant standards-body
materials. A targeted verification search was conducted on 19 October 2026 through publisher records and official
metrology/standards-body websites. Search concepts included combinations of “digital metrology,” “smart
manufacturing,” “industrial IoT sensors,” “digital calibration certificate,” “measurement uncertainty,” “digital twin,”
“interoperability,” “OPC UA,” and “industrial cybersecurity.” The update window for recent literature was 2023—
2026; foundational research and standards outside that period were retained where needed to define established
metrological concepts. Sources were selected for direct relevance to one or more review themes and identifiable
publication or institutional provenance. This was a focused, purposive search, not a reproducible systematic database
search: no exhaustive database-by-database query log, duplicate screening, formal risk-of-bias assessment, or
PRISMA flow was performed. The synthesis is qualitative; no new experiments, surveys, industrial measurements, or
statistical analyses were conducted. The evidence base is focused and narrative. Searches used publisher and
institutional records rather than a fully documented multi-database systematic protocol; relevant studies may therefore
have been missed. The conceptual framework is an author-proposed synthesis and has not been empirically validated.

Digital Transformation of Industrial Metrology

3.1. From Periodic Inspection to Connected Measurement

In a conventional workflow, measurement results may be recorded at specified inspection points and reviewed after
a production operation. Connected measurement systems can make selected readings available during production and
link them to equipment status, process conditions, and product records. This can improve visibility and help teams
investigate deviations in a more timely way. The main change is not simply an increase in measurement frequency.
Digital workflows can also preserve instrument identifiers, timestamps, units, calibration status, and links to the
relevant production process. These contextual details help users interpret a reading correctly. Barbosa et al. (2022)
emphasize that digitalization creates metrological challenges alongside opportunities, particularly in communication,
standards, and the handling of measurement information.
3.2. Smart Sensors and Their Industrial Functions
Smart sensors combine a sensing element with some combination of signal conditioning, embedded processing,
diagnostics, and communication capabilities. Depending on the device and application, they may support temperature,
pressure, force, flow, vibration, position, or dimensional measurements. Javaid et al. (2021) describe sensors as
enabling components of Industry 4.0 because they capture physical conditions that can be processed and shared by
connected systems. In metrology applications, a sensor's digital functions can support data collection and condition
monitoring, but they do not remove the need to assess its measurement performance. Suitability depends on the
measurand, operating range, installation, environmental influences, calibration, resolution, response characteristics,
and the method used to process its signal. A device marketed as 'smart' should therefore still be assessed against the
requirements of the intended measurement task.
3.3. Industrial Internet of Things, Edge Computing and Cloud Platforms

The Industrial Internet of Things (IloT) connects measurement devices with machines and information systems.
Edge computing can support local filtering, plausibility checks, or time-sensitive processing close to the measurement
source, while cloud or central platforms can support data storage, comparison, and broader analysis. These
architectures may help integrate measurements from different production stages. Data transfer must preserve the
information needed to interpret a result. A numerical value without a unit, timestamp, sensor identity, measurement
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condition, or calibration context may be inadequate for a quality or engineering decision. Data schemas and system
interfaces should therefore be designed to preserve measurement meaning, not only to transfer values.

Measurement Traceability, Uncertainty and Calibration

4.1. Measurement Traceability

Measurement traceability is a property of a measurement result that relates it to a reference through a documented
chain of calibrations, with each calibration contributing to measurement uncertainty. Digital systems can make the
relevant records easier to access by linking measurement results with instrument identifiers, calibration certificates,
procedures, and maintenance histories. Electronic storage alone does not establish traceability. The calibration chain,
reference standards, methods, uncertainty evaluations, and records must be appropriate to the measurement and its
intended use. A connected metrology system should preserve links between each relevant result and the supporting
evidence, and should record changes to instruments or processing procedures.

4.2 Measurement Uncertainty and Data Quality

Measurement uncertainty expresses the dispersion of values that can reasonably be attributed to a measurand. It
matters when evaluating whether a product or process meets a specification and when comparing results from different
instruments or sites. Large volumes of digital data do not, by themselves, indicate high measurement quality.
Potential influences include sensor drift, temperature changes, vibration, electromagnetic interference, sampling
limitations, signal processing, and the conditions under which a sensor is installed. The NIST roadmap by Pellegrino
et al. (2016) identifies measurement science and performance assessment as important elements in smart-
manufacturing prognostics and health management. In practice, uncertainty assessment should be appropriate to the
measurement task, and automated systems should define how incomplete, implausible, or questionable data are
flagged.

Data Interoperability, Integrity, and Cybersecurity

5.1. Interoperability and Measurement Context

Interoperability is the ability of different systems to exchange and use information consistently. Industrial devices
may use different protocols, data structures, naming conventions, units, and representations. Even where two systems
can exchange a number, they may not interpret its meaning in the same way. For industrial metrology, data exchange
should preserve units, timestamps, coordinate or reference systems where relevant, instrument identity, measurement
conditions, uncertainty information where available, and calibration status. Barbosa et al. (2022) discuss
communication systems and measurement standards as challenges in metrology digitalization. Rugbani (2026) also
discusses standards and interoperability as important dimensions of smart metrology in connected manufacturing.
5.2. Integration with Manufacturing Systems
Measurement data may be integrated with quality management systems, manufacturing execution systems,
maintenance platforms, and production-planning applications. Such links can help associate a measurement deviation
with a production batch, machine condition, or inspection record. They can also support more consistent access to
records across departments. Integration should include rules for data ownership, access, retention, validation, and
version control. Systems should document transformations applied to original readings so that later users can
distinguish raw data from calculated or processed values.
5.3. Cybersecurity and Data Integrity

Connected measurement systems can be exposed to unauthorized access, data alteration, device impersonation,
service interruption, and data loss. These risks matter when measurements inform product acceptance, process
adjustment, or maintenance decisions. Safeguards may include authenticated devices, access control, secure
communications, audit trails, backups, and incident-response procedures. Cybersecurity does not replace metrological
validation, and metrological controls do not replace cybersecurity. Trustworthy digital metrology requires both: the
measurement must be technically fit for purpose, and the information must be protected against inappropriate
modification or loss.
5.4. Standards and Reference Frameworks
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Standards and metrology guidance provide a shared basis for interpreting measurement results across organizations
and software systems. The International Vocabulary of Metrology (VIM; JCGM, 2012) defines agreed terminology
for measurement concepts, while the Guide to the Expression of Uncertainty in Measurement (GUM; JCGM, 2008)
describes principles for evaluating and expressing uncertainty. These documents do not themselves define software
interfaces; rather, digital data models should preserve the concepts and information they establish. For complex
measurement models, Monte Carlo propagation may be relevant when appropriate to the model and assumptions
(JCGM, 2008).

ISO/IEC 17025:2017 specifies competence requirements for testing and calibration laboratories, including matters
relevant to methods, equipment, traceability, and reporting. It should not be interpreted as a blanket certification of
every connected sensor or factory platform. The IEC 62541 series (OPC UA) provides an architecture for industrial
information exchange, but successful communication alone does not guarantee that units, uncertainty, calibration
status, or measurand definitions are semantically preserved. IEC 62443 addresses cybersecurity for industrial
automation and control systems, while ISO/IEC 27001:2022 specifies requirements for an information security
management system. These controls complement, rather than replace, metrological assurance.

Digital calibration certificates (DCCs) are a bridge between metrology and machine-readable industrial data.
Research on metrology digitalization describes structured DCCs as a way to reduce manual transcription and support
automated processing, provided that schemas and metadata are consistently interpreted (Barbosa et al., 2022; Engel
& Popescu, 2025). Work on coordinate metrology further illustrates that DCC structures must be adapted to the
characteristics of the measurand and measurement standard (Development of digital calibration certificates..., 2025).
6. Thematic Mapping of the Reviewed Sources

Source Relevant contribution Theme/layer

Barbosa et al. (2022) Review of metrology digitalization, | Traceability; interoperability
DCCs, standards, and smart
manufacturing.

Javaid et al. (2021) Sensor roles and capabilities in Sensing; connectivity
Industry 4.0.

Pellegrino et al. (2016) Measurement-science needs in Assurance; decision support
smart-manufacturing prognostics.

Engel & Popescu (2025) Digitalization of calibration Traceability; DCC

processes and machine-readable
calibration information.

Coelho et al. (2026) M2M measurement acquisition, Validation; integrity
self-validation, and DCC-oriented
workflows.

JCGM 200 (2012); JCGM 100 Metrological vocabulary and Metrological assurance

(2008) uncertainty guidance.

ISO/IEC 17025:2017 Competence requirements for Calibration; traceability
testing and calibration laboratories.

IEC 62541 series (OPC UA) Industrial information exchange Communication; interoperability
architecture.

IEC 62443; ISO/IEC 27001:2022 Industrial cybersecurity and Security; integrity

information-security management.

6.1. IMustrative Industrial Example: In-Line Dimensional Measurement

Consider an illustrative precision-machining line using a coordinate measuring machine (CMM) or an in-line
dimensional sensor to check a machined component. This is a conceptual example, not a report of an observed factory
deployment. First, the instrument records the dimensional result together with instrument identity, timestamp, unit,
method, and relevant operating conditions. Second, local validation checks whether the value is within the operating
range, the measurement cycle completed correctly, and required metadata are present. Third, the result is transferred
to a manufacturing execution or quality system through an agreed interface such as OPC UA, preserving the
measurand, unit, product/batch identity, and processing history. Fourth, the quality system links the instrument to its
calibration record and relevant uncertainty information; missing traceability evidence or an expired calibration status
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should trigger review rather than silently permit an automated pass decision. Finally, a documented decision rule
compares the result with the specification and routes borderline or invalid results for competent review. Access
controls, audit logs, backups, and change control help protect the record. The example illustrates how the five layers
interact; it does not claim that a standard mandates this exact architecture or that the workflow has been experimentally
validated.

6.2. Results and Discussion

The thematic synthesis produces four connected observations. First, smart sensors and IloT infrastructure can
improve the availability and contextualization of industrial measurements, but connectivity is only an enabling
condition. Measurement reliability still depends on instrument suitability, calibration, operating conditions, and data
processing. This distinction is consistent with the sensor-focused discussion by Javaid et al. (2021) and the metrology
challenges identified by Barbosa et al. (2022).

Second, traceability and uncertainty should be treated as part of the digital information model rather than as separate
paperwork activities. Where calibration status, instrument identity, or measurement context is lost during data transfer,
downstream users may be unable to determine whether a reading is suitable for a decision. Digital records can improve
accessibility, but only when the records are technically complete and linked to appropriate calibration and reference
information.

Third, interoperability is both a technical and a metrological issue. A communication interface may successfully
transmit data while failing to preserve units, uncertainty, timestamps, or the context needed to interpret results.
Therefore, interoperability assessments should examine semantic consistency and the preservation of measurement
meaning, not only whether devices can communicate. This issue is also relevant to current discussions of standards
and connected metrology (Rugbani, 2026).

Fourth, industrial benefits should be described as application-dependent opportunities rather than guaranteed
outcomes. Smart metrology may support automated quality assurance, process monitoring, and predictive
maintenance, but the value of these applications depends on measurement quality, validated analytics, and suitable
operating procedures. The NIST roadmap (Pellegrino et al., 2016) reinforces the need to consider measurement science
and performance assessment when developing smart-manufacturing capabilities.

Taken together, these observations suggest that a digital metrology system should be evaluated across the full
measurement information chain: sensing, validation, communication, metrological assurance, and decision-making.
The framework in the next section organizes these requirements. It is a conceptual synthesis from the reviewed
sources; the present review does not provide empirical evidence that the framework improves performance in a
specific factory.

Layer 5 — Analysis and decision-making
Quality decisions = process control = maintenance
Y

{

Layer 4 — Metrological assurance and data management
Calibration = traceability * uncertainty « audit trail
1

1)

Layer 3 — Communication and interoperability
OPC UA / data models * units « IDs * timestamps
1

1

Layer 2 — Local processing and validation
Signal conditioning = plausibility = metadata checks
N

¥

Layer 1 — Measurement and sensing
Sensor / instrument « measurand < operating conditions

Cross-cutting controls: cybersecurity * data integrity = governance = change management

Figure 1. Proposed five-layer framework for trustworthy digital industrial metrology. The framework is conceptual
and has not been empirically validated.
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7. Proposed Conceptual Framework

The review proposes a five-layer framework for organizing digital industrial metrology. The layers are interdependent
and should be designed as parts of one measurement-information chain.

Layer 1: Measurement and sensing

Sensors and instruments acquire information about physical quantities under defined operating conditions. Instrument
selection should be based on the measurand, required range, performance requirements, environment, and intended
decision.

Layer 2: Local processing and validation

Signal conditioning, unit assignment, timestamping, plausibility checks, and preliminary data-quality checks are
performed where appropriate. The system should preserve the distinction between raw readings and processed results.
Layer 3: Communication and interoperability

Measurement information is transferred through suitable interfaces and data models. The transfer should preserve
units, identifiers, timestamps, measurement context, and other metadata required to interpret the result.

Layer 4: Metrological assurance and data management

Calibration records, traceability information, uncertainty assessments, instrument identities, access controls, and audit
trails are maintained. This layer supports the evaluation of whether a measurement is fit for its intended use and
whether its history can be reconstructed.

Layer 5: Analysis and decision-making

Validated measurement information supports quality assurance, condition monitoring, process investigation, and
engineering decisions. Automated actions should be subject to appropriate verification and validation, particularly
where incorrect decisions could have significant consequences.

The framework's main implication is that no single layer can guarantee trustworthy measurement on its own.
Advanced analytics cannot automatically compensate for an inadequately calibrated sensor, and accurate sensing may
be of limited use if the resulting data lose their meaning during transfer. The proposed framework has not yet been
validated experimentally; future case studies should assess it using defined performance criteria.

8. Limitations and Future Research

This paper is a narrative review based on a limited set of identifiable publications and technical material. It does not
claim exhaustive coverage of the field, and it does not apply a formal systematic-search protocol with reproducible
screening and quality-assessment stages. The conceptual framework is a synthesis proposed for discussion rather than
an empirically validated model.

Future work could evaluate digital metrology architectures in specific manufacturing settings. Possible measures
include calibration compliance, measurement uncertainty, data completeness, system availability, interoperability
errors, traceability-record completeness, and the time required to identify and investigate measurement deviations.
Research could also examine how uncertainty information can be represented and propagated through industrial
software systems, and how security controls can preserve data integrity without compromising operational availability.
Further reviews using systematic search and screening methods could expand the evidence base, compare different
standards and information models, and distinguish between demonstrated industrial outcomes and benefits that are
currently proposed or anticipated.

9. Conclusion

Digital transformation is changing how industrial measurement information is collected, communicated, managed,
and used. Smart sensors and connected systems can support continuous monitoring, automated inspection, equipment-
condition assessment, and integrated industrial decision-making. However, these opportunities depend on more than
connectivity and data volume.

Measurement traceability, uncertainty assessment, calibration, interoperability, cybersecurity, and data integrity
remain essential to trustworthy industrial metrology. The review has synthesized these requirements into a five-layer
conceptual framework covering sensing, local validation, communication, metrological assurance, and decision-
making. The framework is intended to guide discussion and future evaluation, not to claim a proven performance
improvement.

Future research should test such architectures in defined industrial applications and report transparent evidence about
their performance, limitations, and practical costs. Coordinating digital technologies with established measurement-
science principles is necessary if Industry 4.0 systems are to use measurement data reliably.
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